How do | change my Password?

1. Lets walkthrough a password reset:
a. Navigate to https://selfservice.mcoecn.org
b. On the Self Service click the Reset Password link.
c. You will be asked for your username (normally firstname.lastname) and continue.

" Reset Your Password

Please provide your user name and domain name.
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d. You will select the email address you would like to receive a verification code for and click continue.

A verification code ensures that it is indeed "you" that we are talking with
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i
e. Once you receive the verification email type the code in Self Service to continue.
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Password Reset Confirmation

Dear Test Userl,

We understand that you want to reset your password/unlock account. To prevent eavesdropping and substantiate your identity, please enter this verification code in the password
reset/unlock account page: 30506510

Regards,
Administrator

Enter Verification Code

A verification code ensures that it is indeed "you" that we are talking with

Please check your email / mobile phone
A verification code has been dispatched to your email / mobile phone, depending on your choice. Please check.

Once you receive the cods, enter it in the textbox given below:

Varification Code : [30506510
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ii.
f. You will be prompted for your new password
i. IMPORTANT NOTE: For Management Council password there are complexity standards that must be met. Self Service will
alert you on most of these when reset your password. For example in the screenshot below you can see Self Service is not
showing a green checkmark next to the special characters requirement since | have not typed in a special character which is
required.
1. If you receive a failure on password change yet all the complexity requirements appear correct it is possible you are
trying to use one of your previous 10 passwords which is not allowed (see screenshot below).

Change Password Failed
1. Incorrect Old Password
2. Password chosen failed to mest any or all of the standards stated below:
[+] Minimum Password Length: A longer password is required.
Password Complexity: Password should be 3 of & I

Minimum Passward Age: When set, you cannot change passward for specified time.

Bassword Histary: Reuss of old passward(s) prohibitad.

a.
2. We also highly recommend setting a secure passphrase instead of a password as it will be easier to remember and
more secure. See http://www.useapassphrase.com/ for more information.
3. We also highly recommend using a password manager such as LastPass, 1Password, Dashlane, KeePass, etc. as
unique passwords per login are extremely important.
a. https://lwww.theverge.com/2017/7/24/15921282/best-password-manager-1password-lastpass-dashlane-how-
to

Time left for this operation :03:20 I -

" Reset Password
Please enter a new password in the boxes below:

Reset Password

New Passviord

Confirm News Passviord

s required
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g. Once reset you should receive a confirmation email confirming. You can now login with you new password.
i. IMPORTANT NOTE!!!!: If you did not request a password reset but received this message contact your district tech staff and
ITC support staff immediately!!!
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Password Reset Acknowledgement
To
Dear Test Userl,

You have successfully reset your password using ADSelfService Plus.

Regards,
Management Council Staff
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